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Abstract 
The main objective of this paper is to empirically examine the effects of organizational characteristics and its dimensions, 
culture, top management support, reward and incentive, and organization structure as knowledge management success factor on 
information security knowledge management implementation. Using the quantitative analytical approach, the theoretical model 
and hypotheses in this study were fully tested based on the empirical data collected from 182 services sector in Malaysia and 
most importantly, those companies are registered with the Registrar Companies of Malaysia (ROC). Data gathered from the 
survey questionnaires were then analyzed using the correlation coefficients and multiple linear regression analyses. The results 
showed that organizational characteristics made significant positive effects. The results were in-line and consistent with previous 
studies on knowledge management development. The study has connected the literature gaps by providing empirical evidence on 
the effects of knowledge management success factors on information security knowledge management implementation. 
© 2013 The Authors. Published by Elsevier Ltd. 
Selection and peer-review under responsibility of the Organizing Committee of TTLC2013. 
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1. Introduction 
 
Malaysia, like any other countries in the world, aims to achieve its vision to become a knowledge-based nation. 
With respect to this development, one of the main initiatives taken by the Malaysian Government to move itself out 
from the old economy was by creating the Multimedia Super Corridor (MSC) which was officially launched in 
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1996. The MSC is an initiative taken by the Malaysian Government to leapfrog the country’s development through 
the creation of an ideal multimedia environment for world-class companies to use as regional hub. The MSC is 
developed specifically to explore the frontiers of information and multimedia technology, revealing its full potential 
through the creation and implementation of cyber laws, cutting edge technologies and excellent infrastructure 
(MDC, 2005). With that in mind, services sector which being liberalized should augment their competitive 
advantages i.e. instill innovativeness culture, enhance internal core competencies, leverage internal knowledge 
based, and providing cutting edge technologies, in order to be more competitive and able to sustain their business in 
local and global markets. Degree of competition among competitors definitely will be very high, thus, only those 
companies which can demonstrate and provide excellence services and quality will survive. Thus, it is paramount 
for modern and globalized organizations to focus on managing knowledge as an organizational and competitive 
asset (Davenport et al., 1998; Gupta et al., 2002; Sveiby, 1996) as well as a source of wealth and (Davenport and 
Prusak, 1998). In addition, a well-implemented knowledge management program may lead to reduced operating 
costs, a faster new product development cycle and better customer service (KPMG Consulting, 2000; Liebowitz, 
2000; Levett and Guenov, 2000; Shariq, 1997).  
 
1.1. Services Sector Overview in Malaysia 
 
The Government of Malaysia (April 2009) had further liberalized the services sector to attract more foreign 
investments and bring more professionals and technology as well as strengthen competitiveness of the sector. 
Recognizing the growth potential in the services sector, the Government has decided to immediately liberalize 27 
services sub sectors, with no equity condition imposed. These sub-sectors are in the areas of health and social 
services, tourism services, transport services, business services and computer and related services. To facilitate 
investments into the services sector, a National Committee for Approval of Investments in the Services Sector has 
been established under Malaysian Industrial Development Authority. This Committee will act as a focal point to 
receive and process applications of investments in the services sector, excluding investments in financial services, 
air travel, utilities, Economic Development Corridors, Multimedia Super Corridor (MSC) and Bionexus status 
companies and distributive trade. The Government will be progressively undertaking liberalization of the other 
services sub-sector on an on-going basis. To facilitate investments into the services sector, a National Committee for 
Approval of Investments in the Services Sector has been established under Malaysian Industrial Development 
Authority. This Committee will act as a focal point to receive and process applications of investments in the services 
sector. The aim of this approach is to target services sectors as an impetus to enhance its contribution to Malaysia 
economic growth. 
 
1.2. Knowledge Management Implementation in Malaysia 
 
Knowledge management is undoubtedly a crucial activity that needs to be effectively exercised by organizations 
the world over. In Malaysia, knowledge management has been identified to be a key factor in ensuring 
organizational success. Prior studies have highlighted the importance and benefits to local organizations (Asleena 
Helmi, 2002; Badruddin A. Rahman, 2004a, 2004b; Bank Negara Malaysia, 2005; Bontis, Chua & Richardson, 
2000; Chong & Amat Taap Manshor, 2003; Hafizi Muhamad Ali & Zawiyah Mohammad Yusof, 2004; 
Hishamuddin Md Som et al., 2004; Ndubisi, 2004; Niza Adila Hamzah & Woods, 2004). Among the key reasons 
identified for the importance of knowledge management to Malaysian organizations is the need for organizations to 
develop new areas of growth in knowledge-intensive areas in view of the nation’s shift to the knowledge economy 
(Bank Negara Malaysia, 2005; Ramanathan Narayanan, Richardson, & Abdul Latif Salleh, 2003). The need to 
harness knowledge possessed by organizations is brought about by the fact that reliance on manufactured goods and 
the export of traditional commodities will not be sufficient to generate future growth for the Malaysian economy 
(Bank Negara Malaysia, 2005).  
 
Due to these reasons and the fragmented and scant amount of literature on knowledge management practice in 
Malaysia, it is imperative that studies on knowledge management practice in Malaysia be conducted. Furthermore, 
the move by the Malaysian government in transforming Malaysia’s economy to one that is knowledge-driven and 
with its bold liberalization initiative in services sector currently in progress, it is necessary to understand the impact 
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of knowledge management success factors on information security knowledge management implementation among 
liberalized services sector companies in Malaysia.  
 
1.3. Information Security  
 
Information is an asset that, like other important business assets, is essential to an organization’s business and 
consequently needs to be suitably protected. This is especially important in the increasingly interconnected business 
environment. As a result of this interconnectivity, information is now exposed to a growing number and a wider 
variety of threats and vulnerabilities. Information can exist in many forms. It can be printed or written on paper, 
stored electronically, transmitted by post or by using electronic means, shown on films, or spoken in conversation. 
Whatever form the information takes, or means by which it is shared or stored, it should always be appropriately 
protected (Calder and Watkins, 2008). 
 
Information security is important to both public and private sector businesses, and to protect critical 
infrastructures. In both sectors, information security will function as an enabler, e.g. to achieve e-government or e-
business, and to avoid or reduce relevant risks. The interconnection of public and private networks and the sharing 
of information resources increase the difficulty of access control. The trend to distributed computing has also 
weakened the effectiveness of central, specialist control. Many information systems have not been designed to be 
secured. The security that can be achieved through technical means is limited, and should be supported by 
appropriate management and procedures. Identifying which controls should be in place requires careful planning 
and attention to detail. Information security management requires, as a minimum, participation by all employees in 
the organization (Calder and Watkins, 2008).  
      
1.3.1.  Information Security Incidents and Trending in Malaysia 
 
The MyCERT Quarterly summary provides an overview of activities carried out by Malaysia CERT (MyCERT), 
a department within Cyber Security Malaysia. These activities are related to computer security incidents and trends 
based on security incidents handled by MyCERT. The summary highlights statistics of incidents according to 
categories handled by MyCERT in Q4 2010, security advisories released by MyCERT and other activities carried 
out by MyCERT’s staff. The statistics provided in this report reflect only the total number of incidents handled by 
MyCERT and not elements such as monetary value or repercussion of the incidents. Computer security incidents 
handled by MyCERT are those that occurred or originated within the Malaysian domain or IP space. MyCERT 
works closely with other local and global entities to resolve computer security incidents.  
 
From October to December 2010, MyCERT, via its Cyber999 service, handled a total of 2909 incidents 
representing 32.83 percent increase compared to the previous quarter. Generally, all categories of incidents had 
increased in this quarter compared to the previous quarter. The incidents were reported to MyCERT by various 
parties within the constituency, which includes home users, private and government sectors, security teams from 
abroad, foreign CERTs, special Interest Groups, in addition to MyCERT’s proactive monitoring efforts. This quarter 
saw a tremendous increase in Fraud incidents of up to 67.86 percent, which comprised of 841 reports compared to 
501 reports in previous quarter. This includes reports on phishing emails and phishing sites impersonating 
local/foreign financial institutions or brands. A total of 331 phishing websites were reported to MyCERT and mostly 
targeted local brands such as Maybank2U.com and Pbebank.com. MyCERT handled both the source of the phishing 
emails as well as the removal of the phishing sites by communicating with the affected Internet Service Provider 
(ISPs).  
 
1.4. Organizational Characteristics 
 
Organizational characteristics are features originating from the management model adopted by the organization, 
through its structure or strategy, and from the company culture embodies in the nature of its membership and 
relationships. It follows that these aforementioned organizational characteristics could also be broadly referred as 
organizational influences (Simon, 1976). According to Simon (1976), an organization is more than a chart and 
manuals of job descriptions and instead, refers to the “complex pattern of communication and relationships in a 
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group of human beings”. The acquisition of knowledge in the organization will greatly depend on its structure, 
knowledge storage on its membership attribute, knowledge diffusion on its relationship pattern, and knowledge 
implementation on its strategy.    
 
1.4.1. Culture 
 
The concept of organizational culture was adapted from anthropology for organization management research. 
Almost every scholar has his/her special attitude of mind for culture, and different scholars have different definitions 
of organization culture (Bali et al., 1999). Douglas (1985) pointed out that organization culture was the emergent 
result of the continuing negotiations about values, meanings and proprieties between the members of that 
organization. Based on two basic categorizing dimensions including the internal/external orientation and the 
flexibility/control orientation, Quinn and Spreitzer (1991) developed a typology for identifying and classifying 
organizational culture into four types: group culture, developmental culture, hierarchical culture, and rational 
culture. They also stated an important fact that normally organizations are likely to have attributes and values 
reflecting all four types of organizational culture.  
 
1.4.2. Top Management Support 
 
Top management support is considered as one of the important potential influences on organizational knowledge 
(Connelly and Kelloway, 2003). Numerous studies have found top management support essential to creating a 
supportive climate and providing sufficient resources (Lin, 2006). MacNeil (2004) emphasized the importance of the 
visible top management’s support to organizational knowledge sharing climate. Moreover, Lin and Lee (2004) 
proposed that the perception of top management encouragement of knowledge sharing intentions is necessary for 
creating and maintaining a positive knowledge sharing culture in an organization.      
 
1.4.3. Reward & Incentive 
 
It encourages encourage knowledge management activities amongst employees play an important role as an 
enabler (Bartol & Srivastava, 2002; Bock & Kim, 2002, 2003; Ko, 2003; Robertson & Hammersley, 2000; Yu, Kim 
& Kim, 2004). Incentives are things that have the ability to incite determination or action by employees in an 
organisation (Robbins, 1998; Robbins et al., 2001). Rewards, on the other hand, can be broadly categorised as being 
either extrinsic or intrinsic (Wood et al., 1998). Extrinsic rewards are positively valued work outcomes that are 
given to the employee in the work setting whilst intrinsic rewards are positively valued work outcomes that are 
received by the employee directly as a result of task performance (Wood et al., 1998). It is found that both intrinsic 
and extrinsic rewards have a positive influence on knowledge management performance in organisations (Yu, Kim 
& Kim, 2004). 
 
1.4.4. Organization Structure 
 
Size is an important variable that affects various organizational aspects as well as overall organizational 
performance. Whereas the impact of size on group dynamics has been well explored in the social sciences literature, 
the discussion of organizational size has received less attention in management (Stoel, 2002). For example, prior 
research has examined the impact of organizational size on information technology innovation adoption but the 
results appeared to be mixed and inconsistent because of the influence of other unaccounted variables (Lee and Xia, 
2006). 
 
2.  Development of Conceptual Framework 
 
Many frameworks or strategies to implement knowledge management have been tentatively developed in 
previous research (Holsapple and Joshi, 2000; Rubenstein-Montano et al., 2001; Von Krogh et al., 2001; Armistead 
and Meakins, 2002); however, those have primarily focused on describing typologies of knowledge management 
separately from their particular organizational roots. The framework introduced here as per Figure 1.1, 
acknowledges the strong role of management in the firm’s handling of knowledge and attempts to operationalize the 
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findings of a case study and make them readily usable by practitioners. Organizational characteristics are features 
originating both from the management model adopted by the organization, through its structure or strategy, and from 
the company culture embodied I the nature of its membership and relationships. It follows that these aforementioned 
organizational characteristics could also be broadly referred to as organizational influences (Simon, 1976).  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 1.1: Depicts the relationship between Organizational Characteristics as Knowledge Management Success Factors 
and Information Security Knowledge Management Implementation  
 
Building on the previous theoretical and empirical studies, this study proposes the following hypotheses: 
 
x H1 Organizational characteristics have a significant positive effect on information security knowledge 
management implementation. 
 
x H1a Culture has a significant positive effect on information security knowledge management  implementation. 
 
x H1b Top management support has a significant positive effect on information security knowledge management 
implementation.  
 
x H1c Reward & incentive have a significant positive effect on information security knowledge management 
implementation. 
 
x H1d Organization structure has a significant positive effect on information security knowledge management 
implementation. 
 
3.  Sample Size 
 
A sample size is a set of respondents selected from a large population for the purpose of survey (Salant and 
Dillman, 1994). A sample size is selected as it is not necessary to obtain the whole population to understand the 
phenomenon of study (Ary, Jacobs and Razavieh, 1996) but it must represent the population to make generalization 
from the sample statistics to the population studied (Maleske, 1995). Maleske (2995) also assert that adequacy and 
representation are two critical factors in establishing a good sample. The ability to account for accurate inferences is 
based on the adequacy of the sample while representation accounts for the generalization from the sample to the 
population of the study (Maleske, 1995). Sekaran (2007) emphasize that the sample size should be sufficiently large 
to predict the parameters of the population within acceptable limits. Roscoe (1975) views that sample size larger 
than 30 cases but less than 500 cases are appropriate for most research. However, sample size less than 100 cases are 
considered small, 100 cases to 200 cases are medium, and more than 200 cases are considered large (Kline, 1998). 
Stutely (2003) also propose a minimum number of 30 for statistical analysis as a general rule of thumb because 
KNOWLEDGE MANAGEMENT 
SUCCESS FACTORS 
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x Culture 
x Top Management Support 
x Reward and Incentive 
x Organization Structure 
Information Security Knowledge 
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438   Abd Rahman Said et al. /  Procedia - Social and Behavioral Sciences  123 ( 2014 )  433 – 443 
statistics have illustrated that a sample size of 30 or more will be able to indicate a mean that is very close to a 
normal distribution. For testing multiple correlation, Tabachnick and Fidell (2007) asserts that the number of sample 
size is (N) ≥ 50 + 8m, where m is the number of independent variables. With this formula, the sample size required 
is 122 for testing the multiple correlations. 
 
4.  Data Collection and Methods 
 
This study utilized two types of data collections of which, primary and secondary data collection. The primary 
data will be gathered from Malaysian companies from liberalized services sector which registered with the 
Suruhanjaya Syarikat Malaysia (SSM) as at February 2011. Whereas, for the secondary data will be gathered from 
various data sources i.e. reviews of academic journals, articles, books and other printed sources. The respondents 
will be the highest level of management particularly the CEOs or MDs. In addition, the respondents were chosen 
due to their vast knowledge and information on the strategic, tactical and operational decision makings.  
 
The questionnaires were distributed to liberalized services sector companies operating in Peninsular Malaysia 
particularly in Klang Valley. A self-administered questionnaire is considered as the most effective method as 1) it 
covers wider geographical areas and cost effective (Sekaran, 2003, Salkind, 2003), and 2) it provides more reliable 
results and prevent interviewer bias (Cohen and Manion, 1994).  
 
Table 1.1. Response Rate 
Particulars Frequency Percentage (%) 
Mail questionnaires 900 100% 
Returned blank 25 2.8% 
Returned incomplete 15 1.7% 
Returned completed 181 20.1% 
Total questionnaires rcvd 221 24.6% 
Questionnaires analyzed  181 20.1% 
 
In the Malaysian perspective, however, a response rate of 15% to 25% is still being considered appropriate and 
acceptable (Abdullah et al. 2001; Mohammed, 1998; Rozhan, Rohayu and Rasidah, 2001; Norziha, 2004). 
 
5.  Results 
 
5.1. The Effects of Organizational Characteristics on Information Security Knowledge Management 
Implementation. 
 
The analyses were conducted using the Pearson’s Product Moment Correlation and a standard multiple 
regressions. A correlation matrix between the two variables was produced together with the R2 value to determine 
the effects of ORGCHAR on ISKMIMP and its dimension. The multiple regression analysis conducted will 
determine as to whether ORGCHAR have made a statistically unique contribution to explaining ISKMIMP and its 
dimensions. 
 
Table 1.2 below shows that there is a significant correlation between the overall ORGCHAR and ISKMIMP in 
which, r = 0.914, n= 181, p < 0.10, with high degree of ORGCHAR associated with low degree of ISKMIMP. 
 
Table 1.2. Correlations of KMSF dimensions and ISKMIMP dimensions 
 
KMSF 
Dimensions 
 
ISKMIMP 
ISKMIMP Dimensions 
 
ISKMTPIMP 
 
ISKMSPIMP 
Pearson r Sig.  
(1-tailed) 
Pearson r Sig.  
(1-tailed) 
Pearson r Sig.  
(1-tailed) 
KMSF 0.943 0.000 0.943 0.000 0.919 0.000 
ORGCHAR 0.914 0.000 0.913 0.000 0.893 0.000 
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From the multiple regression analysis, as depicted in Table 1.2, the ANOVA table shows that Sig - F = 0.000 in 
which, the p – value is lower than alpha value 0.05. This indicates that the regression model fits the data or there is 
significant relationship between ORGCHAR and ISKMIMP. While the COEFFICIENT table shows that Sig – t = 
0.000 in which, p – value is lower than alpha value 0.05. This indicates that there is significant contribution of 
ORGCHAR towards ISKMIMP or there is significant relationship between ORGCHAR and ISKMIMP. In Table 
1.3, ORGCHAR made a significant contribution to explaining ISKMIMP (Beta value = 0.365), when the variance 
explained by all other predictors in the model is controlled for. This suggests that one standard deviation in 
ORGCHAR is followed by 0.365 standard deviation increase in ISKMIP. ORGCHAR show a positive sign which 
indicate positive linear relationship and the result is statistically significant (p < 0.10). In this model, ORGCHAR 
provides significant impact on ISKMIMP. Thus, given the above relationship Hypothesis H1 is fully supported.  
 
Table 1.3.  Multiple Regression for ISKMIMP-Group Level Analysis (ORGCHAR)  
Coefficientsa 
Model Unstandardized Coefficients Standardized 
Coefficients 
 
t 
 
Sig 
B Std Error Beta 
1    (Constant) - 0.288 0.080  - 3.616 0.000 
ORGCHAR 0.394 0.068 0.365 5.781 0.000 
a. Dependent variable ISKMIMP 
 
5.1.1. The Effect of Culture on Information Security Knowledge Management Implementation.   
 
Table 1.4 indicates that there is significant correlation between CUL and ISKMIMP in which, r = 0.881, n = 181, 
p < 0.10, which high degree of CUL associated with low degree of ISKMIMP.  
 
Table 1.4. Correlations of KMSF dimensions (CUL) and ISKMIMP dimensions 
 
KMSF 
Dimensions 
 
ISKMIMP 
ISKMIMP Dimensions 
 
ISKMTPIMP 
 
ISKMSPIMP 
Pearson r Sig.  
(1-tailed) 
Pearson r Sig.  
(1-tailed) 
Pearson r Sig.  
(1-tailed) 
KMSF 0.943 0.000 0.943 0.000 0.919 0.000 
ORGCHAR 0.914 0.000 0.913 0.000 0.893 0.000 
CUL 0.881 0.000 0.880 0.000 0.859 0.000 
 
In Table 1.5, CUL made the weakest contribution to explaining ISKMIMP (Beta value = - 0.018), when the 
variance explained by all other predictors in the model is controlled for. This suggests that one standard deviation in 
CUL is followed by 0.018 standard deviation decrease in ISKMIMP. CUL show a negative sign which indicate 
negative linear relationship and the result is not statistically significant (p > 0.10). In this model, CUL did not 
provide significant impact on ISKMIMP. Thus, given the above relationship Hypothesis H1a is partially 
supported.  
 
Table 1.5.  Multiple Regression for ISKMIMP – Individual Level Analysis (CUL) 
Coefficientsa 
Model Unstandardized Coefficients Standardized 
Coefficients 
 
t 
 
Sig 
B Std Error Beta 
1    (Constant) - 0.269 0.081  - 3.323 0.001 
CUL - 0.018 0.081 - 0.018 - 0.222 0.825 
a. Dependent variable ISKMIMP   
 
5.1.2. The Effect of Top Management Support on Information Security Knowledge Management Implementation.  
  
Table 1.6 indicates that there is significant correlation between TMS and ISKMIMP in which, r = 0.897, n = 181, 
p < 0.10, which high degree of TMS associated with low degree of ISKMIMP.  
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Table 1.6. Correlations of KMSF dimensions (TMS) and ISKMIMP dimensions 
 
KMSF 
Dimensions 
 
ISKMIMP 
ISKMIMP Dimensions 
 
ISKMTPIMP 
 
ISKMSPIMP 
Pearson r Sig.  
(1-tailed) 
Pearson r Sig.  
(1-tailed) 
Pearson r Sig.  
(1-tailed) 
KMSF 0.943 0.000 0.943 0.000 0.919 0.000 
ORGCHAR 0.914 0.000 0.913 0.000 0.893 0.000 
TMS 0.897 0.000 0.895 0.000 0.876 0.000 
 
In Table 1.7, TMS made the strongest contribution to explaining ISKMIMP (Beta value = 0.283), when the 
variance explained by all other predictors in the model is controlled for. This suggests that one standard deviation in 
TMS is followed by 0.283 standard deviation increase in ISKMIMP. TMS show a positive sign which indicate 
positive linear relationship and the result is statistically significant (p < 0.10). In this model, TMS provides 
significant impact on ISKMIMP. Thus, given the above relationship Hypothesis H1b is fully supported.  
 
Table 1.7.  Multiple Regression for ISKMIMP – Individual Level Analysis (TMS) 
Coefficientsa 
Model Unstandardized Coefficients Standardized 
Coefficients 
 
t 
 
Sig 
B Std Error Beta 
1    (Constant) - 0.269 0.081  - 3.323 0.001 
TMS 0.247 0.060 0.283 4.102 0.000 
a. Dependent variable ISKMIMP   
 
5.1.3. The Effect of Reward & Incentive on Information Security Knowledge Management Implementation.   
 
Table 1.8 indicates that there is significant correlation between RNI and ISKMIMP in which, r = 0.787, n = 181, 
p < 0.10, which high degree of RNI associated with low degree of ISKMIMP. 
  
Table 1.8. Correlations of KMSF dimensions (RNI) and ISKMIMP dimensions 
 
KMSF 
Dimensions 
 
ISKMIMP 
ISKMIMP Dimensions 
 
ISKMTPIMP 
 
ISKMSPIMP 
Pearson r Sig.  
(1-tailed) 
Pearson r Sig.  
(1-tailed) 
Pearson r Sig.  
(1-tailed) 
KMSF 0.943 0.000 0.943 0.000 0.919 0.000 
ORGCHAR 0.914 0.000 0.913 0.000 0.893 0.000 
RNI 0.787 0.000 0.783 0.000 0.773 0.000 
 
In Table 1.9, RNI made the third strongest contribution to explaining ISKMIMP (Beta value = 0.072), when the 
variance explained by all other predictors in the model is controlled for. This suggests that one standard deviation in 
RNI is followed by 0.072 standard deviation increase in ISKMIMP. RNI show a positive sign which indicate 
positive linear relationship but the result is not statistically significant (p > 0.10). In this model, RNI did not provide 
significant impact on ISKMIMP. Thus, given the above relationship Hypothesis H1c is partially supported.  
 
Table 1.9.  Multiple Regression for ISKMIMP – Individual Level Analysis (RNI) 
Coefficientsa 
Model Unstandardized Coefficients Standardized 
Coefficients 
 
t 
 
Sig 
B Std Error Beta 
1    (Constant) - 0.269 0.081  - 3.323 0.001 
RNI 0.085 0.055 0.072 1.554 0.122 
a. Dependent variable ISKMIMP   
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5.1.4. The Effect of Organization Structure on Information Security Knowledge Management Implementation.   
 
Table 1.10 indicates that there is significant correlation between OS and ISKMIMP in which, r = 0.865, n = 181, 
p < 0.10, which high degree of OS associated with low degree of ISKMIMP.  
 
Table 1.10. Correlations of KMSF dimensions (OS) and ISKMIMP dimensions 
 
KMSF 
Dimensions 
 
ISKMIMP 
ISKMIMP Dimensions 
 
ISKMTPIMP 
 
ISKMSPIMP 
Pearson r Sig.  
(1-tailed) 
Pearson r Sig.  
(1-tailed) 
Pearson r Sig.  
(1-tailed) 
KMSF 0.943 0.000 0.943 0.000 0.919 0.000 
ORGCHAR 0.914 0.000 0.913 0.000 0.893 0.000 
OS 0.865 0.000 0.868 0.000 0.841 0.000 
 
In Table 1.11 and compared to the other predictor variables, OS made the second strongest contribution to 
explaining ISKMIMP (Beta value = 0.086), when the variance explained by all other predictors in the model is 
controlled for. This suggests that one standard deviation in OS is followed by 0.086 standard deviation increase in 
ISKMIMP. OS shows a positive sign which indicate positive linear relationship but the result is not statistically 
significant (p > 0.10). In this model, OS did not provide significant impact on ISKMIMP. Thus, given the above 
relationship Hypothesis H1d is partially supported.  
 
Table 1.11. Multiple Regression for ISKMIMP – Individual Level Analysis (OS)  
Coefficientsa 
Model Unstandardized Coefficients Standardized 
Coefficients 
 
t 
 
Sig 
B Std Error Beta 
1    (Constant) - 0.269 0.081  - 3.323 0.001 
OS 0.091 0.064 0.086 1.410 0.160 
a. Dependent variable ISKMIMP   
 
6.  Conclusions 
 
The first predictor variables, culture (CUL) made the weakest contribution to explaining ISKMIMP (Beta value 
= - 0.018), when the variance explained by all other predictors in the model is controlled for. CUL shows a negative 
sign which indicate negative linear relationship and the result is not statistically significant (p > 0.10). The result 
seems to be in line with previous studies. Several researchers have provided empirical and anecdotal evidence that 
culture affects knowledge transfer. Chase (1998), in a study of 500 companies, found that existing organizational 
culture hindered the successful execution of knowledge transfer strategies because it reinforced the notion that 
knowledge belongs to specific employees and should not be seen as an organizational asset. Similarly, Skyrme and 
Amidon (1997), in a study of 430 companies, found that internal cultures were a major barrier to knowledge transfer 
and that changes in culture were essential to the successful execution of any knowledge transfer strategy. 
 
The second predictor variables, top management support (TMS) made the strongest contribution to explaining 
ISKMIMP (Beta value = 0.283), when the variance explained by all other predictors in the model is controlled for. 
TMS show a positive sign which indicate positive linear relationship and the result is statistically significant (p < 
0.10). Top management support is considered as one of the important potential influences on organizational 
knowledge (Connelly and Kelloway, 2003). Numerous studies have found top management support essential to 
creating a supportive climate and providing sufficient resources (Lin, 2006).  
 
The third predictor variables, reward and incentive (RNI), made the third strongest contribution to explaining 
ISKMIMP (Beta value = 0.072), when the variance explained by all other predictors in the model is controlled for. 
RNI show a positive sign which indicate positive linear relationship but the result is not statistically significant (p > 
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0.10). It has been acknowledged from previous studies however, some contradictory arguments over the effects of 
rewards in knowledge management exist. A lack of effective incentive or employees to share their knowledge has 
been identified as a critical one (Alavi and Leidner, 2001). Numerous studies have documented the lack of effective 
incentives as a formidable barrier to success of knowledge management    
 
The fourth predictor variables, organization structure (OS) made the second strongest contribution to explaining 
ISKMIMP (Beta value = 0.086), when the variance explained by all other predictors in the model is controlled for. 
OS shows a positive sign which indicate positive linear relationship but the result is not statistically significant (p > 
0.10). The design structure of an organization can be a key determinant on whether internal knowledge can be 
efficiently integrated within the organization (Grant, 1996b). When an organization faces a dynamic environment, it 
may need to use several structures to support knowledge management in the firm (Nonaka and Takeuchi, 1995).  
 
7. Contribution of the Study 
 
The results of this study, which are based on the population data of services sector in Malaysia, together with the 
literatures have contributed to the development of a conceptual framework model as exhibited in Figure 1.1. This 
model is being constructed based on the theoretical foundations of knowledge based view (KBV), organizational 
learning (OL) and resource based view (RBV) standpoints, which propose that organizational characteristics 
(ORGCHAR)  have significant relationships with information security knowledge management implementation 
(ISKMIMP). The results have also provided empirical evidences that in terms of level of significant effect on 
ISKMIMP, in which, ORGCHAR made significant contribution to explaining ISKMIMP (Beta value = 0.365), 
when the variances explained by all other predictors in the model is controlled for. On the effects on ISKMIMP 
dimensions, ORGCHAR show a positive sign which indicate positive linear relationship and the result is statistically 
significant (p < 0.10). In this model, ORGCHAR, which consists of CUL, TMS, RNI and OS provides significant 
impact on ISKMIMP.   
 
8. Recommendation For Future Research 
  
First, while this study has focused knowledge management success factors of ORGCHAR, using the similar 
approach a replicating study could be conducted to include other factors such as; innovation, competitiveness, 
productivity, indigenous technological capabilities and capital expenditure that have strong theoretical cornerstone. 
 
Secondly, the future study could deeply investigate big corporation success experience, so that the relationship 
and effect of knowledge management success factors and information security knowledge management 
implementation could be replicated to other small and medium enterprise services sector.  
 
Thirdly, using SECI Model (Nonaka and Takeuchi, 1995) as knowledge management framework could be 
further investigated the necessity to construct a suitable space where knowledge creation and transfer take place. 
 
Fourthly, findings of this study are largely represented by management and information communication 
technology services sector. Similar study could be further extended to other services sector such maritime agency 
services, ocean freight transport services, budget hotel services and technical testing analysis services to further 
solidify the findings of the current study. 
 
Finally, this study has contributed new revelation to factors effecting organization performance by testing 
information security knowledge management implementation as moderating variable. At present, only firewalls, 
anti-virus and intrusion detection system are being investigated. Thus, other variables such as network intrusion 
protection system, internet protocol security (IPSec), strong password and end-to-end encryption of information 
security are worth tested to establish different ways of thinking towards information security knowledge 
management implementation.   
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